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PROCEEDI NGS

MR. BLOOMBERG  Thank you for joining
us. As we all know, the United States has the finest,
best-prepared mlitary in the world. It ain't
perfect. It can always be better.

Hopefully, we can add sonething to help
t hose who devoted their lives to keeping this country
saf e and doing an even better job and bring sone
experience fromour different backgrounds.

| nnovation isn't the only thing about
new and futuristic techniques, but it's often the
culture that is really we should worry about.

And when we've had discussions |ike at
di nner last night, it was the culture really much nore
t han one ki nd of playing versus another one whet her we
shoul d shoot here or shoot there.

And | think successful organizations
are really groups of people, and our responsibilities
as managers is to get themto work together and get
them the resources they need to do their jobs and
discipline themif they don't. That sort of stuff.

And |'ve always thought that the
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difference between the mlitary and the private sector
isn't as great as we al ways conpl ai n.

People still worry about their careers.
They still worry about doing -- wanting to be
respected, and all of those human reinforces and human
relations things by just as nuch in the mlitary as in
the private sector and maybe even nore.

Because the private sector, you can
reward people a little easier than you can in the
mlitary where it's very structured progression as you
nove up. But you can fudge things in the private
sector with titles and where the officers and things
li ke that to incent or discipline people as you want.

We just got to nake people nore agile
and hopefully sonme of the things that we're going to
tal k about today will do that. W have two studies
that we're -- we're going to have to approve.

DR. THEODOTOU:  Yes.

MR. BLOOVBERG |'ve tal ked about
bur eaucracy - -

Ckay. Wiy don't you go ahead and do

t hat ?
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DR. THEODOTQU: Yes. Thank you. Thank
you, sir.

Wel come, everyone. Thank you for
joining us today for the Defense Innovation Board
public nmeeting. M nane is Dr. Marina Theodotou. [|I'm
t he executive director and designated federal officer
for the Defense Innovation Board.

Today's neeting is being live-streaned
and recorded to allow nenbers of the public to attend
the neeting virtually now and view all of you later.

Thank you to the Defense Media Agency
for providing their expert support and the Defense
| nnovation Board team-- to bring this event to you
t oday.

The board woul d now convene this public
session. First, | would like to make sonme procedural
remar ks.

The board is discretionary, iIndependent
advi sory board operated under the Federal Advisory
Commttee Act and the Governnment Sunshine Act.

Today's neeting was announced in the

Federal Register Notice posted on January 23rd. There
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have been no significant changes to the neeting's
agenda as posted in the Federal Register Notice.

The public was invited to submt
witten coments for the board nenbers to consider.
We received 77 public coments in advance of today's
meeting which we will review during the neeting.

As a rem nder, these are coments to
t he board and not a question-and-answer session.
These comments have been posted on the Defense
| nnovati on Board website which is
I nnovati on. def ense. gov.

And now I'd like to turn it back over
to our chair, M. Bloonberg, for his remarks.

MR. BLOOMBERG. G ad we got that out of
the way -- |I'I|l feel better --

We're reading two reports. \Why don't
we junp right in? Do you want to go first, or do
you - -

M5. GORDON: -- go first.

MR. BLOOMBERG | knew that's exactly
what you were going to say.

M5. GORDON: Leap into the fray.
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MR. BLOOMBERG -- should I -- you were

not, |'ve always thought.

M5. GORDON: Thanks, M ke. And thanks
for the opportunity to tal k about the board study on
| owering barriers to innovation.

First, | really do want to thank the
board staff and especially the experts and
prof essional s inside and outside of the departnent.
They gave us their tinme and insight and perspectives
that they shared with us as we tried to identify
tangi bl e steps that could be taken to | ower these
barriers to innovation.

You know, creating advantage and
m ssion outconme in a changing world requires
I nnovation in three areas. You have to have new
t echnol ogi es and capabilities. You have to consider
di fferent approaches.

We have to consider different
approaches, and you have to consider how you want to
get things into use, on what approaches need to
devel op, and how you | ook at the procedures and

policies --
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So this study really focused on this
| ast area. Because for all the strength of our
systens and approaches in our -- it is our instal
base that over tine has becone a challenge to
achi evi ng what we want.

Now what was npbst hearteni ng about this
Is that there was no neani ngful difference anongst al
the experts we talked to in the -- in the outcone we
wanted to achi eve.

And all of them wanted procedures,
processes, and processes, and allow solutions to be
put to use faster, easier, and nore m ndful of the
i nperatives of all elenments of our acquisition
ecosystemfromthe creators in the private sector to
the operators in the field.

So our goal was to identify actionable
recommendati ons that can be immediately inpl enented
that will inprove real, tangible, recognizable inpact
on how qui ckly, how efficiently, and how user-friendly
we can do these things.

So we had | ooked at seven domai ns of

i nnovation. From security to acquisition to
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I nformati on technol ogy and human capital. And | wll
very briefly describe sone of the recomendati ons.

The first started with | eadership.
Sonmeone has to believe that it is their responsibility
to actually make use happen at a rel evant speed and in
a way that allows all to participate.

The second is security. Need to reform
how we grant access to those who have already been
cleared. How we allow access to SCIFs. Is it
DoD-wi de asset so that the work that the department
wants to do can be engaged with all who have the
ability to participate.

We need to establish direct reciprocity
for any software is a service product with an
authority to operate anongst every cloud we have.

We can't afford to each tine we think
about using it anew to spend a year getting things
into use. We need contracts that are m ssion
capability operated oriented and out conme-driven.

We have to maxim ze conpetition in
usury use and | P and data sharing agreenents. And

you' |l hear nore about data in the next study.

TDB Communications
913-327-7400



10

11

12

13

14

15

16

17

18

19

20

21

22

Defense Innovation Board January 26, 2024

Page 11

We need to adopt industry-aligned
proposal processes. W can't with a square hol e be
forcing people with a round peg to chi efs banking
against it, but we have to align those two things for
speed.

We need to purchase enterprise software
t hrough single entities, so we get broader both
efficiency and effective. And we need to elimnate
the requirenment for nontraditional vendors to prove
commercial viability before they can bid on the
process. None of these require new authority. They
just require action.

But | will say that we were not
cavalier in thinking that it is easy nor are we
dilatants in thinking that we can give up these for
security or repeatability or transparency or fairness
because that's what our systemis based on. But
deci sion to achieve these areas and i nnovation in the
processes we think help innovation.

MR. BLOOVMBERG Is there -- never mnd,
"1l come back to the question.

We have two guest speakers. Dr. Mark
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Li vingston via Zoom or whatever the -- what's the
M crosoft's --

MS. GORDON: MS Teans.

MR. BLOOMBERG It doesn't work very
well. The people at Zoom have been desperate to get
their enpl oyees to conme back to work. You can't make
this up. Literally, they've sent out a nunber of
messages i nternal.

Anyways, he's the Assistant Director of
Personnel Security and the Defense Counterintelligence
and Security Agency. Thank you for joining us, Mark.

And here in person, Frank Kelley,

retired Brigadier General. Thank you for your
service, and you still got to tell ne what that other
ai rplane you flew was about, but I'Il talk to you

| ater on about it.

He works in close partnership with
senior | eaders in the Defense Departnent and has a | ot
of experience so --

Mar k, you want to start by telling us
what you're doi ng?

DR. LIVINGSTON: Yes, sir. Sol'mwth
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DCSA. We perform four distinct national security

m ssions. We work together to protect the nation's
data, our critical technol ogy, and our supply change
from our adversaries.

We do that with four elenents.

Personnel security, which is clearance. |Industrial
security, which is facilities clearance. W do
counterintelligence and insider threat |ooking at
adversary actions against our structure. And then
| astly, we provide security training.

What | wanted to talk today is three
quick things. One is the reciprocity issue that's
been around since President Reagan. We're still
tal ki ng about it today. If we want to use innovation
or lower barriers, one of the things that we're
t hi nki ng about is why can't it be on your CAC card.

So when you go to a new unit or a new
| C elenment, you sinply check-in and it's there. Right
now, we're spending one to three days best case, seven
to ten days worst case, just to get people ready to go
to work. And it's the sanme governnent, the sane intel

conmmunity, so we're trying to expedite that.
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The second point | wanted to make is
our investigative nodel. It was born in 1947. It's
not broke, but | think it sure needs to be fixed.

VWhat | nmean by that is we're using what worked in the
past. | think we're stuck there.

At one point, three or four years ago,
we had al nost 700, 000 backl ogged. Today we've got it
to a manageabl e | evel, but we stopped innovating after
we got to that 200. | think we need to be nore
aggr essi ve.

And that leads to nmy third point, Al.
So if we're going to be successful in the future, |
think we're going to have to enbrace Al, MIMin the
M.

A smart friend of mne recently told nme
that the internet was a gane changer that spun off
Googl e, Facebook, Twitter, X, and all the other things
that canme with it. Al is that third rail, and we need
enbrace it.

| think there's an opportunity here
where we have background investigations across the

entire federal government. W do about 95 percent of

TDB Communications
913-327-7400



10

11

12

13

14

15

16

17

18

19

20

21

22

Defense Innovation Board January 26, 2024

Page 15

those. A lot of that could be automated. You're
still going to have to have the human el enment there,
but the bottomline is we need to be |eaning forward
and take sone ri sks.

The problemis in the governnment once
we' ve had a success, we tend to stop. [It's kind of
| i ke putting brakes on a car. Sone people think it's
SO you can stop the car, sone people think so you can
go faster.

So when we tal k about Al, we need to go
faster, and we need to be nore proficient. W need to
be aggressive. W can't wait for a crisis to drive us
to act on Al.

And that's my pitch this norning. 1've
got lots nore I'd like to talk about, but I wanted to
keep it under five. This is an exciting time to be in
security.

We've done nore in five years than
we' ve done in the |last seventy. And | think the next
five are going to be even better if we are aggressive
with Al. 1'Il stop there. | know | got going there,

but this is good stuff. | think we're going to make
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bi g changes, so I'mready for them
MR. BLOOMBERG -- Frank, you want to
add sone --
MR. KELLEY: So |I'm here because Marina
told me to be here. And -- and I'mnot sure if |I'm

here as a vice president of DAU or for recovering
unmanned systens -- within the Navy or a
retired -- retired Mari ne.

So in nmy panic in terns of preparing
for today, | canme up with three big things. Change,
transformation, innovation, and readi ness.

And -- and sonething that I'mnot quite
equi pped to do, | tried to conme up with sone unifying
theory for all of those things. But |I'mrem nded
Drucker -- Peter Drucker, who | never net in ny
life -- about himand junped on for -- and | kind of
put together two things that they said.

You know, Drucker told us all about
culture. A culture is a thing. W don't teach people
how to change culture in any training |I've ever had.

Joe Dunford said it's all about -- |

shoul d say, General Dunford, it's all about decisive
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engaged | eadership. And I think if you have those two
I ngredi ents, you have everything you need.

By the way, | renenber years ago at a
job I had down in Olando, Florida, | had to neet the
governor of Florida with a bunch of other three stars.

General Mullen m ght remenber Admral
Natal i who was absolutely fantastic person for
me -- to hel ping ne out down there. Meeting Governor
Crist was |like which of these is not like the others
when it cones to sonmething -- and that would be nme. |
amnot like all -- all the people that are super smart
at this table.

One of the things that we've done at
DAU i s when we address change, we adopted and went to
school on the Kotter Leadi ng Change nodel, and that
has worked very well for us which enphasi zes the fact
that you start with urgency and you lead with going to
action which is | believe your point, nma' am

That -- that you got to inplenent this
stuff, and there's six other steps in between that
starts with urgency and then finishes off with action.

On the transformati on piece that we're
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doing at DAU, again, we still use that Kotter nodel.
But John Kotter, and | would recommend sonebody here
pi cking up the phone and talking to John Kotter

at -- at Harvard.

He said, "Hey, | got everything right
in the md-60s with ny Leadi ng Change book, but
there's sone things that need to be adjusted in -- in
the 21st century.”

And he wrote another book called
"Accelerate.” And what he endorses there, is -- is a
t wo- nodel system Retain the hierarchy. That's the
stuff that keeps the |lights on, keeps things, I|ike,
you know, the bureaucracy functioning. That's called
t he hierarchical side.

The other side is this network nodel.
And this is where you can flush out innovation at the
grassroots level. Gve people the freedomto try and
experinment. And the big job for |eadership there is,
you know, let it happen. And that led us to think
about innovati on.

Now -- had an innovati on ecosystem

nodel . Marina was still working at DAU at that tine.
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DAU i nvolved on -- an effort to explore, you know, how
do we pronote innovation. She fornulated an
I nnovati on conpet ency nodel .

| also like to think about that as
being, |ike, a readiness nodel that we used -- been

enpl oyed and make sure that their organizations

are -- are, you know, ready for innovation.

But it's these two -- it's these two
sides. The hierarchy side and the -- and this network
side that hel ps pronote -- it helps foster and al so

pronot e innovati on.

And the last thing that | want to see
i s readiness. And CGeneral MIler as the Commandant
used to tal k about readiness, and you need to give
peopl e the opportunity. The worst tinme to expect to
get innovation out of people is when you need it.

VWhen the panic button is pressed, and
you don't have that culture. You ve -- you have never
experienced the raising of their end and suggesting
what could -- what could be next.

Last thing, we need to do new work,

believe, with industry, and | don't nmean that to
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sound, you know, like that's an easy thing. A great
place to start, | think are places |ike NDI A NTSA,
Nati onal Training Sinulation Associ ation.

And we just recently did -- with the
AUVSI. So that's the Associ ation of Unmanned Vehicle
Systens | nternational.

"1l tell you what, one of the things
that | know that it's working. We did this effort out
in San Diego, and it was in response to the replicator
effort. And we had industry, governnent, sone
academ a, but we had the fleet there and that was the
nost inportant thing. It was third fleet out in San
Di ego.

At one point, | couldn't really figure
out who the industry fol ks were, who the governnent
fol ks were, and unless they were in uniform |'m not
So sure -- or a good haircut, I'mnot so sure |
coul d've figured out who the governnment fol ks were.

They were all working together to think
about ways to actually get things like replicator into
action. |'ve seen sone great evidence on the Marine

Corps side of the house where great |eadership really,
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really matters.

Bri gadi er General Walsh, who's the
commander at Marine Corps Systens Conmmand ri ght now,
has i nnovation. Getting out of the way of your smart
people is an expectati on.

| had a chance to visit one of his
conmands out in Canp Pendl eton MCTSSA under the
| eadership of Craig Clarkson. The guy is a running a
brilliant show out there, and all he did was -- out to
talk to his captains, lieutenants, staff sergeants,
and sergeants about the great work that they were

doing in the technical field.

And here's ny -- here's ny asset test.
| spent 32 years in the Marine Corps. | got a brief
that was highly technical, | can barely hang on, and |

t hought | was a pretty smart guy.

The kid who gave ne the brief,
brilliant. And | asked him "What's your MOS,"
expecting himto be |like a CABO or an intel officer.
He was a grunt who knew how to wite code. And |
said, "Ww." |'mnot so sure | ever would have

expected to see that in the Mari ne Corps.
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There's a software factory that the
Marine Corps is tapping into today. W've got grunts
out in the field witing code on the fly. It's a
brave new worl d.

So fromny perspective, just |ike, you
know, M. Livingston out there, | think it's a very
exciting time to be part of the acquisition, you know,
the acquisition environment and this marriage of
strong | eadership with culture change, you know, to
hel p bring about these changes in --

MR. BLOOMBERG I'm-- | started
reading a book, I'monly at page 200 out of 700 in the
book. It's called "Rules of the Gane," and it is
about Jutland and the battle cruisers and battl eships,
and how the British Admralty went fromsail to call
And the signaling fromflags to eventually teletype,
Morse code, and radio, and it's just fascinating.

They went through all of this
I nnovation stuff in real tinme, and there's not much
difference than what we're doing now. It's just what
the issues are. But innovation's tough and there's

| ots of excuses why not.
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But thank you for your service and

everything you've done. W have to vote on your

st udy.

" mgoing to take a vote, and I w ||

read the nanes of each person, and they can vote.

wll vote with you incidentally just to make you

confortabl e.

t oday.

Mary?

DR. THORNBERRY: Aye.
MR. BLOOMBERG G | da?
DR. BARABI NO.  Aye.

MR. BLOOMBERG WII?

DR. ROPER: Aye.

MR. BLOOMBERG. Ryan?

MR. SWANN: Aye.

MR. BLOOVMBERG Charles is not here
MS. MEEKER: Aye.

MR. BLOOVBERG. And M ke Ml | en?
MR. MULLEN: Aye.

MR. BLOOMBERG  Rei d Hof f man?

MR. HOFFMAN: Yeah. Aye.
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MR. BLOOMBERG And I will vote aye as
well, soit's a wap on the first study.

And now, Ryan, we're turning to your
recomrendat i ons.

MR. SWANN: Thank you, M ke.

So we set out with building a data
econony, DoD data econony, really to understand data
centricity across the departnent.

We set out with a purpose of figuring
out how do we accelerate the use of data in Al in our
systens engi nes kind of across the departnent. W had
over 50-plus engagenents really across the departnent,
i ndustry, academ a

So we definitely want to thank all of
t he experts, all of the tinme, all of the incites. It
was really refreshing to see that there is great work
happeni ng, but we have nore to do. And so sone of the
key bl ockers that we identify in doing this study
really cane down to -- to a few key things.

One, data, and I'm going to use that
word kind of loosely. |'mgoing to say data and Al.

|"mgoing to use the word "data" | oosely here. Data
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i nnovation is happening in the departnment, but it's
happening in silos. It's -- it's not broad, kind of
broad basin. There's great work happening but -- but
we have to break down those sil os.

The second is that the industry,
the -- the DoD industrial base tech has accel erated
and has really outpaced the departnment on a nunber of
| evel s, right? And so that shows us that there is
opportunity there. There's opportunity w thin our
basement. We really have nore to do inside -- inside
our four walls.

And then the third, is that the CDAO is
an essential organization. It is critical that the
CDAO i s enpowered to kind of really becone the DoD
data econony | eader, and that the service | evel CDAGCs
or the conbatant conmand CDACs are really positioned
In the right way.

Today, there are chall enges around how

they're utilized. There's inconsistencies on how
they're utilized. But when we -- when we | ook at al
of this, one of the things that cones to -- that cones

to light, is that there is a huge opportunity.
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There's a huge opportunity for us to unlock the val ue

of data and Al at a scale that has never been -- never
been seen before.

And so that neans in order for us to do
that, it has to be both inportant and urgent, right?

And sonme of us see it that way and some of us don't.
And so as |'m going through sonme of the

recommendati ons, | encourage you to read the report.

|"mnot going to -- it's -- it's -- I'"mnot going to

go through all of it here, but what | will say is that

t he recommendati ons can kind of be categorized in

t hree kind of categories. Under people, process, and

t echnol ogy.
On the process side, one of our -- one
of our recommendations is to include NDAA FY25

recommendati ons. That -- that creative requirenment

for all DoD contracts to actually prioritize data

rights and data i nner

operability so that we can get

data out of our

shared securely kind of across --

pl atforns and systens,

so they can be

across the

enterprise where --

where we find value or where we

are able to leverage Al to -- to create val ue.
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The second is really about changing the
val ue opportunities of data in our contracts. W see
this in industry already, but we want to be able to
i ncl ude data incentives in those contracts so that the
I ndustrial phase can really help us unlock the val ue
of data. We can align those incentives.

But internally, we also have to
I ncentivize data sharing and access within a
departnment. And this kind of really connects to -- to
Sue's coments on how we cl assify data, how we
share -- share data across echel on, and how we
actually bring that to light.

On the people side, this is where the
report | ays out sone recomrendations both for the CDAO
at the DoD | evel, making sure they're enpowered and
properly resourced, that type of thing. But also to
make sure that the CDAGCs at the service |level and the
conbat ant commands don't have additional | obs.

That this is inportant enough that the
CDAOis -- is the job. Wwy? Because we wll be able
to unl ock value and create an advantage that we're

just on the cusp of.
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And then -- then third, we also -- this
I's not just about from a peopl e perspective about the
CDAO. It's about the broader workforce. The broader
force. We have to enpower the digital natives, the
data experts that are within the departnents, the
| nnovators, the --

As -- as General Kelley just said,
the -- the grunt that -- that knows how to code. W
have to build that data literacy, that Al acunen, and
enpower themto be innovative. Gve themthat safe
space so that they can innovative and take the great
| deas and scal e them

And then from a technol ogy kind of
perspective, we have to enable things Iike an API
first technology. Were our systens have platforns
fromour technical requirenents are able to get
access -- we are able to get access through the data
I n a machi ne-readable way. So we don't have to
reengi neer or reverse engineer the logic, if you wll,
fromplatforns in order to get our data out.

And then finally, we have to really

enbrace the data as a product, a strategy focus kind
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of across the departnent. So when you -- when you
take all of these kind of recommendati ons together,
this can really create neani ngful change in a
depart nent.

And -- and we see the potential of
creating that change and driving that change, and we
have cl ear evidence of where it's working well in a
departnment today.

So | encourage you to read the -- the
report and really think deeply about how your role as
a | eader across the departnent wherever you may be,
how data and Al can help you do your job better,
faster, nore efficient --

So before we -- we go to our guest
speaker, | would like to open up to ny coll eagues for
any conmments on the report.

MR. BLOOMBERG If you read the
newspapers, all of the issues really center around
where you get the data. The business of collecting
the data and distributing it, are being separat ed.

It's not clear what business nodel

woul d let you still have the noney to collect if
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you're not controlling the distribution. And so,
you're going to see an awful lot of battles over that.

And those conpani es that have data that
it's not available to anybody else will have a real
advantage if all they have is the sane thing that
everybody el se has.

| will say you did a great job, |
think, in wrking to ensure that the nost rel evant of
the private sector practices are included in this
report. There's a lot of different private sector
conpanies working on it so there's a lot to be | earned
no matter how smart. The Pentagon is -- it's just
nobody can control all of the good ideas.

| thought it would be useful at this
time to hear fromthe departnent's Chief Digital and
Artificial Intelligence Oficer, Craig Martell.

Craig, do you want to fill in?

DR. MARTELL: Yeah. Thank you,
Mayor Bl oonberg.

And Reid, haven't seen you in a while,
| just wanted to say, "Hi."

So | wanted to say that I'ma strong
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believer in this report and, in fact, nost of what's
this is in the report -- what's nost of what's in this
report, is essentially the marching orders that we've
been follow ng internally.

When | first got to the departnents a
year and a half ago, | -- | asked what's -- what's
the -- what's -- what's the way to build. Allow for
short-term w ns.

It's extrenely inportant that in our
organi zation we have to allow for the short-term w ns
whi | e buil di ng sustai nabl e change and sust ai nabl e
val ue, and striking that balance is really what CDAO

has been shooting for.

So on -- on the sustainable part,
| -- 1 |ooked hard at -- we | ooked hard at what
was -- what was broken. And what we saw was a bunch

of things being delivered at the top.

We have a hierarchy of needs, the top
of which is Al, and we saw a bunch of things being
delivered at the top that were -- that brought Al
val ue, but the -- the lower parts of the hierarchy,

which I'Il nmention in a second, were stove-pi ped, were
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owned by a particular vendor, and so that if you
wanted to nove that val ue sonmewhere else in the
departnment, you had to rebuild the sanme stovepi pe.

And that sort of stove piping is what's
gotten to us -- what has gotten to us to a |lot of the
pat hol ogi cal things we have today. So we worked

really hard to think about what would be the right

thing to do.

And the right thing to do is to all ow
for -- for those individual wins to continue to be
built -- continue to be built but to recognize that

they're tech debt.

So that if -- if | build a win right
now and this win, it's a particular win for |IndoPACOV
that's great. W're going to build that, we're going
to allow that to go forward, we're going to encourage
t hat .

We're going to recogni ze the tech debt
that's there, and we're going to recogni ze the way we
need to going forward tweak contracts. W're going to
recogni ze the way we need to nake contracts even nore

robustly different than they are now so that we can

TDB Communications
913-327-7400



10

11

12

13

14

15

16

17

18

19

20

21

22

Defense Innovation Board January 26, 2024

Page 33

get to the state that we want to get to down the road.

And what is that state? We think of
that state as a hierarchy of needs. | think |I'mjust
going to be echoing nost of the report, and |I'm gl ad
to do that because | was really inpressed with what
your team di d, Mayor Bl oonberg.

But that hierarchy of needs has at the
bottom quality data. And what do | nean by "quality
data"? Well, first of all, it has to be discoverable.

Thi nk about the data and the Depart nment
of Defense. It's distributed everywhere, and not only
Is it distributed everywhere, it's not distributed in
any accessi ble way everywhere. It mght literally be
i n a machi ne under soneone's desk; right? So -- so
the ability to discover that it's there is extrenely
difficult.

Then the ability to know who owns t hat
data so you can actually go talk to the person to
figure out how can | get that data and what's the
value that that data can bring to ne. And finally,
how can | access it, so accessibility is extrenely

i nport ant.
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So we drove forward this notion of a
data nesh, and I want -- | want to be clear about what
we nmean by "data nesh," because there's too many terns
ri ght now, data fabric, data nesh, data | ake, data
war ehouse.

| want to differentiate data | akes and
data warehouses on one side with data fabrics and data
mesh on the other because they're too very different
ways to think about it.

A data warehouse is, as you say, sucks
it all into -- | nmean, as the nanme says, sucks it al
Into one location, and it's there and it's warehoused.
Dat a shoul d not be warehoused. Data should be used.
Data has a value when it's a product. Data has a
val ue when it has custoners that are delivering val ue
to their custoners.

So the idea of treating it as a
war ehouseabl e thing or, as we had said in the
departnment, that data is an asset. It is an asset,
but if you think about an asset incorrectly, an asset
beconmes a fungible thing. Data is not fungible.

Different data has different val ue, and
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data isn't sonething that you | ock away. An asset is
sonet hing you want to | ock away such as the nore of
you have of it, the better you are. But the nore you
have of the data is not the netric to decide the val ue
of that data. |It's the nore people who you use your
dat a.

So as the report pointed out, we've
been driving really hard on this that we see data as a
product. That we -- we -- in the data nesh nentality,
the data is distributed, the data is closest to its
owners because the owners are the ones that know the
nost about that data.

The data has centralized
di scoverability, so we're taking CDAO s rol e as
bui l ding that centralized discoverability tool.
So -- so there's sone data in the Air Force, there's
sone data in the Navy, there's sone data in the Arny,
together we can build the right dashboard that talks
about readi ness for exanple.

So know ng where that data is and how
to find it, that's going to be in this centralized

tool that the CDAO is building. And the ability for
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the owners of that data to put an APl over it to make
It accessible. That's also tools that we're bringing
to the table.

So we work with the CDAGCs at each of
t he departnents, each of the conponents -- conponents
in the departnment to learn how to take their data,
make it accessible, publish it, put a schema around it
so you know -- you know what's in that data.

And then very strongly | agree with
this idea of data as a product. So we're al so
teaching the departnment how to treat data as a
product. Howto -- how to treat data as to having
custonmers. How to put on your hat a custoner point of
view, so that the nore your custoner uses it, the nore
t he data has val ue.

And along that |ine, we actually want
to push really hard to -- to pronote people and praise
peopl e and reward people the nore they treat data as a
custonmer not the nore they gather the data.

And | think that's one of the
pat hol ogies that | saw early on is that people treated

the data as an asset, and they treated it as gathering
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it is the value, and that's actually not the val ue.

The next |ayer on top of our hierarchy
of needs, we were calling it analytics and netrics.
You know, in this hierarchy of needs is really a
pol em cal device. |It's not a device where we fix the
bottom before we get to the top. It's really a device
t hat says, "Here's the way we shoul d think about for
any product that we build, the |layers that you need."

So first we need quality data. Then
you need the ability to -- to analyze the data, to
| ook at that data to see what that data tells you, so
we have a strong infrastructure that we're buil ding
out for analytics dashboards. And we've pushed really
hard at netrics.

So this is areally fascinating one. |
think the last tinme | talked to the board, we talked
about this briefly. 1In the last year and a half, we
went from 70 percent effort-based netrics.

| f anybody who's been in the departnment
knows, many people count their value by the nunber of
meetings they go to, not the value of those neetings.

So we've made a real push for -- fromeffort-based
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metrics to outcone-based netrics. And I'Il tell you
in a noment how we're trying really hard to drive
t hat .

And finally, at the top of that, we
have Al. Now, when -- when the JAIC was part of -- it
was one of the constitutes of the CDAO and when the
JAIC started in 2018, they were really thinking about
what are point solutions that | could do -- that we
could do to bring i medi ate val ue.

| -- I imrediately thought that that
was a slight mstake. And the reason | think it's a
m stake, is they centralized, you know, we're -- we're
OSD, we're here to help. No one likes to hear that;
right? That's |ike saying, "We're the governnent,"
were to help -- "We're here to help.”

So a centralized organi zation that was
produci ng point solutions for particular Al problens,
I's not scalable. So what we've switched to is what
we're calling "Al scaffolding."”

| hundred percent agree with you,

Mayor Bl oonberg, the real value in building Al is in

the private sector. The private sector knows how to
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do this. There is no way that we as a departnent are
goi ng to have that val ue.

For the years that | worked for Reid at
Li nkedl n, they were so far ahead of -- of other teans
and now M crosoft has continued that, and Google has
continued that.

And all of these remarkabl e conpani es
are so far ahead. There's no way we -- we should even
play in the sanme -- the sanme ballganme. Wat we should
do though, is show up with a clear definition of our
problem analytics, and netrics.

We should show up with our owning the
data that we | abel ed because that is our IP. W
shoul dn't | eave the | abeling of the data, the
description of the data, the value of the data, and
what it means to the war fighter necessarily to the
private sector because we're going to understand the
war fighter value significantly better than a vendor
will.

So what we see as our role is producing
tools both fromthe |left and the right of the nodel.

The nodel building itself is going to be industrial
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task, and it's alnpst a conmmodity at this point. A
nodel building is alnost a compdity. Modelo, the
new -- the current battles with generative Al, but
that's going to get comoditized as wel |.

So on the left of the nodel, we've
worked really hard at data | abeling as a service. So
taking -- taking a video, streamit for exanple, and
saying this is a truck, this is a school bus, this is
a truck, this is a school bus.

Now, in our use cases, which | can't do
over this call, we get very fine grain about what each
object is in a video stream And how fine-grained we
get takes an expertise that only a soldier or a war
fighter is going to know.

So we're building out tools that make
it as easy as possible for us to own the | abeling of
the data. That -- the telling the system what matters

in that data. And then the building of the nodel, a

hundred percent. That belongs -- that belongs to
I ndustry and that we should -- and we're al so buil ding
t ool s.

We have sonething call ed SUNet which
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allows for nmultiple vendors to cone to the sane data
and conpete their nodels so that we can pick the best
nodel for a particular problem So that's part of our
Al scaffolding on the left of the nodel.

On the right of the nodel,
we're -- we're thinking very hard, and it's really
difficult in governnent. |It's nuch easier in
I ndustry. We're thinking very hard about what nodel

nmonitoring | ooks |ike.

So right -- let's just -- let's just
| evel set. For ne, when | say "Al," | basically nean
statistics at scale, and what -- what that means is we

count the past in order to predict the future; right?

So if you | ook at alnobst any Al -- Al
tool that you use, it ends up not working very well if
t he depl oyed situation isn't sufficiently simlar to
the data gathering situation.

So you gather data in one scenario and
then you deploy in one slightly different. Well,
that's what fine-tuning's for; right? Because the
deploying it in that different scenario didn't quite

get you the value that you thought you' d get because
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t hat depl oyed scenario is different than where you
gat her the dat a.

Well, sometinmes in war, the -- it works
really well when you start off, or even in business
cases, the world changes. It works really well when
you start off, but the world changes, and the nodel
over tinme has |less and |l ess and | ess value to you.

Ri ght now, we spend hundreds of
mllions of dollars for a nodel or nodels. W ship
them and we no | onger evaluate the val ue of that
nodel going forward.

So we're thinking really hard about
what it means to do nodel nonitoring on the right-hand
side so that we can say, "Oh, it's tine to retrain
your nodel ," or "It's time to | ook at your nodel
because | see that the distribution of inferences that
you are making is now changed pretty significantly."

So quality data al nbost conpletely echo
the report there. W hundred percent agree that
that's the right way to drive forward. On top of that
anal ytics and netrics. And on top of that Al in the

form of Al scaff ol ding.
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Just one nore quick thing because |
don't want to take up too nmuch of your tine. W' ve
chosen to marquee use cases to drive this forward
because we're not going to be able to just say
magi cal ly, "Please give us quality data." That's not
going to work

| mean, that wouldn't work in an
organi zation the size of Google. It's definitely not
going to work in an organi zation the size of the
Depart nent of Defense.

So we' ve chosen two marquee use cases.
The first marquee use cases -- use case is -- oh, and
by the way, we're not going to try to get all of the
data. That's boiling the ocean. That won't worKk.

We're | ooking netaphorically for the 10
percent of the data that's going to bring 60 percent

of the value. And I say "netaphorically," because we
have no idea what the denom nator is, so | don't know
if it's actually 10 percent, but we're | ooking for the
bi ggest chunk of -- that -- that -- the | ow hanging

fruit chunk of data that's going to bring the nost

val ue and drive a virtuous cycle.
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So the first use case is a dashboard on
the deputy's desk, and a -- and a -- deputy
secretary's desk, and a dashboard in the secretary's
desk. These dashboards now present a view of the
departnment for the key nmetrics that the secretary and
the deputy secretary care about, and each of those is
dat a-dri ven.

So we've worked with the reports to the
deputy secretary, and we've asked: "How do you
nmeasure the quality of your work? How do you know
when you're successful ?" That's how we drove that
flip fromeffort-based to outcone-based netrics.

And then we went to figure out, ny team
just dove in and was enbedded with all of the PSAs.

We dove in and we said, "Okay, where does that data
come fronP"

And then we went to the services, and
we found that data. And then we went to the
conponents within the -- we went into the conponents
within the services and found that data.

And for the key netrics that the deputy

wants to see, and the key nmetrics that the secretary
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wants to see, we have found the right data, we have
built the data flows, we have assigned data ownershi p.

And every neeting that the deputy
secretary now has with the PSAs, every one of them
starts with a review of the netrics and whet her
they're red, green, or yellow And this is a massive
change in thought fromthe year and a half | got here.

So that was our first use case, and we
think that's the right -- a right marquee use case
because it really drives down to the bottomthe need
to get to the data, to get to the executive
deci si on- maki ng.

And when we pushed down to the bottom
to get to that data, that's when we institute these
data nmesh principles. That's when we teach
the -- that's when we're teaching themto fish
That's when we're teaching them how to be a data
product managers for exanple, and how to use an APl to
make the data accessible, and howto get it in the
cat al og.

All right. So that's -- that's use

case nunber one. | only have ten mnutes so |I'm
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rushing it all in there. |1'll pause in a second for
guestions. |'msorry.

And then the second one which | think
is the right war fighter use case, is CJADC2. |If you
t hi nk about what CJADC2 is, it stands for Conbi ned
Joint Al Domain, Command and Control. The key there
i s Command and Control .

If you |look at the press froma
year -- two years ago, CJADC2 was a product. CJADC2
was a thing that we were going to buy. That's not
true. Command and Control -- Admral Millen correct
me here because | amnot a war fighter, but Command
and Control has happened fromthe begi nning of human
hi story; right?

Command and Control is just a war
fighter thing that |eaders nust do. It just happens
that in the nodern world, we can do it significantly
differently -- differently and significantly nore
ef fective.

So we see CIJADC2 as a datafl ow i ssue.
Getting the right data fromthe sensors to conbat ant

conmanders and then the right decisions back down to
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where they need to go. And so we're building a data
I ntegration |layer for -- for the conbatant commanders.
Now, |'m going to be really honest with

you, the phrase "data integration |ayer," has worked
really well in DMAGs. It has worked really well when
we go and talk to the conmbatant conmanders because it
sounds |i ke sonething they can understand. They are
going to plug their devices into this layer, and the
data is going to flow

But all it really is, is an extension
of these data nesh principles. That the right data
t hat a conbatant commander needs is going to be
avai l able. That we can build apps on top of that
data, and those apps will allow for Command and
Control. And that -- and -- and once a Commuand and

Control decision is made, it can be pushed down into

the right |evels.

Now, we are -- we are -- this one as a
use case, where -- where we're focusing first on
| ndoPACOM but -- but we had just had nassive

successes. And | only say it this way, and |'m happy

to brief anybody. W' re actually having a DV Day next
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week, but I'm-- |'m happy to brief anybody about the
specifics, but we are not just -- it's not just

| ndoPACOM

One of the largest frustrations is the
inability to do cross-conbatant conmand coordi nati on.
And AOR boundari es, area of responsibility boundari es,
were very hard boundaries with respect to the way the
data fl owed.

And, you know, things nove around in
the world and cross those boundaries. And we are now
at the point where we have | eave behind capability for
conbat ant commanders so that CENTCOM can know what's
happeni ng, and | ndoPACOM can know what's happening in
AFRI COM and as things -- and as things flow in
bet ween those areas of responsibility.

So these are our two marguee use cases.
They have i medi ate value for the departnent. They
have -- and we have | eave behind capabilities. And we
are incurring tech debt in the sense that
we're -- we're, you know, Palantir's a big hel per
here, Andrew is a bigger hel per here.

Al'l the maj or players are hel ping us
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deliver this value, but we're just having themdo it
i n a non-stove-piped way so that we can build up this
underl ying data | ayer.

Now buil di ng up the underlying data
| ayer so it sounds as strong as it was presented in
the report, that's going to take years. And that's
going to take years of -- of |eadership that drives in
that direction.

The trick is to make sure that every
time we deliver imedi ate val ue, because we al ways
have to deliver immedi ate war fighter value, we're
doing it in a way that contributes to the |ong-term
stability and the | ong-term sustainability.

"Il pause there. | hope that wasn't
over whel m ng.

MR. BLOOMBERG Craig, could you repeat
your question from M ke Mill en?

DR. MARTELL: What was -- oh, | was
just going to say --

MR. MULLEN. C2 -- it was C2, M ke.

Yeah. We've had Conmand and Contr ol

from you know, the start of tinme. That was really
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the issue. And that's not insignificant to

what -- what you're tal king about, Craig, in ternms of
my ability to Command and Control in a way where
everybody understands clearly what's going on across

| ots of dommins, |ots of services, lots of warfighting
requi renments.

MR. BLOOVBERG It occurs to ne that
the security people are going to have a nightmare of
time in looking at the Al software and seei ng whet her
it is secured in itself.

As you pointed out, it's nost likely to
be devel oped outside in the private sector. There's
no way the mlitary could possibly keep up with the
nunmber of different organi zations and people that are
out there creating. And yet, if you |look at the Al
software, it's not clear that anybody could | ook at
t he code and decide what's really happening in there.

One of the things about Al, we al ways
j oke about, nobody knows how it does it. So what Kkind
of security issues are we going to face, and how do we
deal with that?

DR. MARTELL: Well, that's a -- that is

TDB Communications
913-327-7400



10

11

12

13

14

15

16

17

18

19

20

21

22

Defense Innovation Board January 26, 2024

Page 51

just an absolutely great question. | think -- | think
we just need to shift the way we think slightly
differently, so I'll give you an exanple.

So when I'mdriving ny car, | -- |
choose to use adaptive cruise. Wiy do | choose to use
adaptive cruise? Because |'ve practiced with it. 1In
mlitary terns, |'ve trained with it over and over and
over and over agai n.

| have a justified confidence in how it
behaves. And | can't -- even though | can't | ook
I nside what's going on with ny adaptive cruise system
because it's making mllions of decisions per second

and too many sensors and there's no way to interpret

it if I could, I do understand the statistical
envel ope around it -- the statistical -- the
behavi oral -- behavioral envelope in a statistical
way .

It's very likely to do X in this
context. It's very likely to do Y in this context.
And just |ike any other technology, the mlitary is
excellent at training, training, training, training,

training, training, training, and devel oping a
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justified confidence in the system

So | think the right way to think about
It going forward is not sonething anal ogous to person
in the loop. It's not sonething anal ogous to
explainability. W' re never going -- so if you | ook
at our responsible Al principles, we don't have
explainability as one of themin there. W have
traceability, which is do we understand why this input
statistically speaking gave us this output.

So you have to think about it |like a
conpl ex system where you're evaluating its behavi oral
patterns, not necessarily what's going on in the
inside. And | don't think that's very different than
any ot her technol ogy.

Let's pick a really old technol ogy.
Periodically, guns msfire. Periodically, guns
explode in -- in a soldier's face. Periodically,

m ssil e gui dance or torpedo guidance, which is
very -- you know that -- that feedback | oop's been
around for a long tine, goes awy.

So what we're really saying is, did we

have a justified confidence in the -- the way the
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system behaves because of the training such that a
commander feels confident in making a decision to use

t hat tool ?

And then just to -- to close the |oop
there. O her parts of -- so the car | drive is a
Subaru. Other parts of it, | don't trust the |ane

keep assi st because it bounces back and forth between
the | anes, so | do not have justified confidence in
t hat .

| always turn that off, and | woul d not
take the responsibility to use that, but | do take the
responsibility because it is ny fault if | hit another
car to use the adaptive cruise. |It's this sort of
mentality that we have to switch to.

And | would even argue, sir, that for
nost conpl ex software systens, even if we can | ook at
t he code, when you do it en nmasse, we don't really
know. It's very hard for us to trace exactly what
happened, and we really look at it in a behavi oral
pattern for the device itself.

So that's -- I"'mpretty sure

that's -- I'm-- I'"'mconfident that's the right way to
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nove forward. And we have a T&E teamthat's buil ding
this out and working with a -- the DoD T&E team on
exactly this.

MR. BLOOMBERG  People that work in the
security have a -- they have to be a hundred percent
secure. Their jobs are on the line. W expect when
they say it's secure, we nean a hundred percent
secure, endless. And yet, Al software hall ucinates
unpredi ctably, and you're never going to get that.

So how do you square Senate and
Congress people who are scream ng bl oody nurder:

"What do you nean you let that out of -- that cat out
of the bag? Your job is to keep it in there under al

ci rcunst ances. "

And we'll have Ryan explain how this is
goi ng to happen afterwards -- but what do you do
t here?

DR. MARTELL: Yeah. So this
is -- let's -- let's tal k about generative Al
particularly with hallucination. | think, you know,
the last time we net, | had a very strong opinion
about the -- the concerns that we should have about
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hal | uci nati on.
And -- and the way | see it is this,
the -- ook ny PhD is in natural |anguage processing.

| am unbelievably excited about the state of science
right nowwth respect to Al. This is the best it's
ever been in ny career. |'m super excited.

But the state of the sciences here, and
the state of the prom ses or the hype is here, and
there's a gap in between. And it -- we take it as
CDAO s responsibility to characterize that gap. And
what | nmean by characterizing the gap.

Well, we're having a
synposi um -- synposi um on February, you're al
invited, where we're bringing all of industry
together. The whole comunity is com ng together to
actually ask the question, "How do we deci de when
sonething -- when a generative Al nodel is sufficient
for a particular use case?" So we really believe this

IS use case driven.

So, for exanple -- so think about
the -- the autononpus -- the autononpus' vehicle
maturity nodel. There's a |evel one, level two, |evel
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three, |evel four, level five. Wat we -- what was
the value of that maturity nodel? Well, it allowed

for industry and consuners to talk the sane | anguage.

It allowed for industry to nake
of ferings that they know anot her conpany wasn't going
to out-hype them on because there were objective
criteria that said |level three, |evel four, |evel
five.

And it allowed us to do things |ike
catch and ask questions of cruise. Was cruise really
| evel five? Well, you know they had sone fol ks
I nteracting so it's not level five, but is that |evel
four? But it allowed us to have a rational
conversation about the technol ogy being offered and
about the demand signal.

So what we've done is first gather over
200 use cases across the departnment. We're
categorizing those now, we're going to present themin
February. And that will be the denmand signal for the
depart nent.

We' Il have levels of use cases and then

we're working with industry to -- to -- and
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they've -- we've had over 33 subni ssions from Googl e,
fromMcrosoft. Mcrosoft's actually was the nost
robust. But from-- fromall of the major conpanies
arguing this is what a maturity nodel should | ook
li ke, and we want to be able to knot those together so
t hat we can say --

You know, Admiral Millen, you m ght ask

for something. You know -- you know, last tinme we

tal ked, there was sone demands that you had for -- for
when you were CNO. Well, great, | would then be able
to say: "Sir, that is a level four demand, but the

technology is only at level twd, so you can't have
that. But here's sone |level two things, would these
be effective for you?"

So if we can build out that maturity
nodel, we can start to rationalize that gap. And so
then we can say to Congress: "Well, Congress,

I ndustry is at level three. Here's sone really strong
demand for level four and level five, and let's fund
that. Let's see if we can get the research to nove

t he technol ogy up."”

But we're not there yet, so let's not
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allow for a -- I'"'m-- as the gatekeeper here, |I'm not
going to allow the departnent to buy purported |evel
four solutions if there aren't |evel four solutions
avai lable. So we're really excited about this
February synposium exactly for this reason. To

characterize this gap.

And | just want to -- just -- just back
to sonething | just said. [Industry has junped in with
both feet on this. W -- we talked with everyone, and
when "everyone," | nmean, we talked -- the deputy and |

tal ked with Satya. The secretary and | talked with
Sundar. Like, we talked with everyone, and we talked
with -- | had a conflict with Amazon, but | don't
anynore, so we're about to go out to Amazon.

And everyone says, "W would | ove a
characterization like this because it
would -- it -- it essentially allows for a nore
rati onal marketplace." So the -- the response we've
gotten and the energy that industry has put into
hel ping us build this maturity nodel, it's very
exci ting.

DR. ROPER:. Craig, one thing. | think
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you've got a lot of, like, a |lot of nonentum where
|'"ve been following this trying to build the internet
for the mlitary from before there was even a cloud in
this departnent.

This is one area that |eadership after
| eadershi p have kept nmonentum and kept putting the
next step in. And | think you ve done a lot to take
the focus off of the -- the kind of Al wi dgets at the
end and really build the required infrastructure and
i nner operability.

But nmy recommendation to you is don't
| ose sight of the econony and the data econony. And
that while you're also thinking about maturity nodels,
there needs to be a value nodel that gets distilled
I nto contractual |anguage that should be standard so
that industry that owns the platformthat others are
doing things with the data, they're benefiting from
t hose.

If they're not benefiting financially
and that |anguage isn't in the contract, there are
just too many ways a platform owner can nake it

difficult to get the 10 percent of the data you're
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want i ng.

So ny recommendation is don't | ose
sight of the econony and equally be aggressive to
reward industry when they give you the access to the
data that you want so that nonetizing data fromtheir
pl at f orm becones the equivalent of, like, the
App Store for them

And maybe it's a different set of
conpani es that are making noney directly on the
contract, but they get a percentage, so it's replacing
the cash flows they would normally get fromrepairing
old systens. Now, they can repair less of the old
system and benefit with predictable cash flow from
their data being, you know, nonetized by others.

| know we've discussed that, but |
think it's so, so --

DR. MARTELL: We have, yeah.

DR. ROPER: -- inportant that the noney
is aligned with the -- the intentions.

DR. MARTELL: Well, nunmber one, thank
you for the energy you've already given ne just diving

in and helping me -- like, like, by default --
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DR. THORNBERRY: Hey, Crai g,
just -- just quickly. And I know I'Ill probably get
cut off here, but, you know, the building's pretty
famous for ignoring COCOMs and, actually, for ignoring
CDAGCs, or whatever other, you know, specialty we've
had historically.

It seenms to me just to listen to you,

that that in a way you' ve -- you may have overcone
that, and -- and I'm-- I'mcurious as to how you see
that. Because typically the services will not pay a

| ot of attention to COCOvVs, and where they can resi st

what's going on the third deck, they'll do that as

wel | .

So each service has got a CDAO as wel | .
How -- howis that all com ng together, and then how
do you -- how do you connect that to the COCOVs where,

you know, in our hearts we really want to support them
but, you know, fromthe building, that's just really
difficult in this area?

DR. MARTELL: So, yeah, that -- 1'1lI
talk to yours first and then I'Il go back to the other

guesti on.
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Kat hl een Hicks is the start of this;
right? That -- her | eadership in preparing the ground
for nmy com ng was remarkable. | actually believed
t hat ny biggest job when | arrived would be to
generate demand signal. That was not true at all.

What ever happened prior to ne, the
demand signal to be data-driven was unbelievably
strong. It was just a how So ny job becane, "Let ne
show you how to do it," which is a significantly
easier job than actually the generation of the demand
signal. So there was already really strong demand
si gnal .

And, sir, | just believe -- | believe
t hat every conponent realizes the weakness they're at
by not understanding their own data. That, on top of
Dr. Hicks just driving our being data-driven, and the
val ue of our being data-driven. And actually, | think
It goes back nmuch further.

VWhen was the start of Ivana? | forget
whi ch deputy secretary, | apologize, for that. But
| vana started, | believe when you were in the

building, sir. And so the -- the drive towards havi ng
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our data so that we can do the right thing, so we can
measure where we are, that began way -- way before |
arrived.

Now, your concern, | read your concern
as: "How long will this runway |ast for me? Wen
wll that goodw || peter out? That's ny real
concern.” And so there, | believe, it's really
effective governance.

So we have a CDAO Council. Every CDAO

across the departnments cones to that council where we

| everage problens that they're -- that they're facing
and, sure, we push down -- we push down policy. But
if -- if my sole job is to wite nenos, | will be

i gnored. So what we really do is try to help people
sol ve problenms. They're helping themwn their fights
ri ght away.

And -- and that's -- we absolutely have
to build the right long-term solution, but we're only
going to be successful if -- right long-term sol ution
by helping with i nmedi ate problens now. That's ny
hope.

But | -- what you just said keeps ne up
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at night. And what keeps nme up at night is that I
have nmomentum now, |'m delivering value. W have our
paci ng adversary who's giving us the kind of pressure
t hat everybody focuses on into PACOM so that really
hel ps me focus attention. But if the world changes,
how do | maintain this going -- going forward? That's
a fear.

MR. BLOOVMBERG Reid, do you want to
add anyt hi ng?

MR. HOFFMAN: Look, | think the
commentary, the discussions are very good as per
earlier, like, WIIl"'s stuff saying, |ike, the focus on
i nfrastructure and the continuation of things. But I
t hi nk that the question around how do we essentially
| everage what is amazing data for the DoD m ssion, is
| think, very inportant.

And then the focus on comrerce because,
you know, there's a ton of obviously -- of like this
whol e networ ki ng co-system or investnment going in
commerce and making sure those parallels are right.

So | think all the discussionis -- is extrenely good.

And the only thing | would add is that
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we are in -- within the industry context continuing to
see, you know, kind of innovation that -- that works

on the order of magnitude of small and nonths.

The | easing of nore | arge-scal e nodel s,
of different ways of doing it, | think it's going to
hit |ike drug discovery and a bunch of other things
within that -- probably within snmall and years.

And -- and so just also that the -- the
continuing of consulting with the various industri al
t hi ngs which we have been for that expertise given the
pace of that. G ven that, you know, | think the
di scussi on has been good and robust.

DR. MARTELL: So, Reid, just a quick
coment there. There's no way we could keep up with
t hat pace and so we're not trying. Wat we're trying
to do is regardless of the -- the innovation that that
I ndustry brings to the table, our not having quality
data would be a m stake; right?

No matter what, we need to have quality
data to be ready for that. Plus that's our IP. W
should own our own IP. And so there's -- there's sort

of a business case for it as well.
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But if we don't have that data ready,
we are going to be nore stove-piped than ever. And so
we keep our eye on, we have very strong industri al
connections. As |'ve said, everybody has been
remar kably fully engaged.

And as people cone to us and say,
"Here's a solution,” again, | amnot stopping the
depl oynment of any solution. The only difference |I'm
doing is saying that's -- "Note that that incurs tech
debt." We're going to have to eventually transition
that to the new way of thinking.

And as long as | can get that in the
habit, and then to go back to the -- Dr. Roper's
guestion, and we can think about contracting that
allows for that transition, both paying back the tech
debt and changi ng the way the econony is done, | -- |
think we're going to have sonet hing sustainable. But
| say this in a hand -- hand wai ving way, all of these
things are really hard.

Froma -- from an econony perspective,
well, I -- | think the answer is sonmething |ike

i nstead of your owning of the stovepi pe and bei ng able
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to resell us the stovepi pe, how about you own
the -- whatever | P you put into generating that data
mesh, you get to nonetize that.

Maybe -- maybe we pay you per APl call.
Maybe we change the contract so it's actually
beneficial. If we do it per APl call, and we require
you to open it up to -- to other vendors, well, then
you have two markets. You have the market of selling
me the app, and you have the market of selling the
data to other app builders; right?

So we're working -- that m ght not be
the right answer, | don't know, but this is the kind
of discussion we're having in part driven by the
conversations that we had, WII.

MR. BLOOMBERG. G lda, do your students
have an interest in going into Al trying to address
the things that Craig' s been tal king about?

DR. BARABI NO. Absolutely. Al is so
pervasi ve now that | believe --

MR. BLOOVMBERG A little |ouder --

DR. BARABINO. So Al is so pervasive

now t hat students regardl ess of what they're studying,
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want to be a part of understanding how to use Al
appropriately. And at Ain where | amright now, we
are actually infusing it throughout the entire
curriculumand -- but also to help the students
understand how to use it responsibly. So, yes, |
think the interest is only going to increase.

And | was curious, Craig's point froma
peopl e perspective, how do you make sure that from a

training point of view, people aren't always

adequately prepared to enbrace concepts, |ike, data
mesh and Al scaffol ding? Like, what -- what's your
recomendation to nake sure we're -- we're prepared to

use the best frameworks?

DR. MARTELL: Hey, that -- awesone
guestion. W built -- one of the things | did when |
first got here, is build a data nanagenent team
Sorry, a data talent nmanagenment team W have a
coupl e of threads about the way we're thinking.

You asked, "How do | ensure?" | can't
ensure yet. W're trying to figure that out. So |et
me just tell you the threads that we're thinking

about .
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Nunmber one, stop thinking about hire to
retire within the governnment. You know,
I ndustry -- industry produces nassive val ue know ng
that their people are going to stay eighteen nonths to
two years. So they've |earned how to nmanage that
term We need to as well. During that eighteen
nonths to two years, how about we help transform
careers?

Here's anot her thread we're thinking
about. How about we go to HBCUs for exanple, or just
I n general the universities that Silicon Valley
doesn't by default recruit fronm? And how about we
say: "Come work with us, we'll pay for your
education. Cone work with us, we'll transformyou so
that industry is going to want you.

We' Il give you sonme of the hardest
probl ens on the planet, and we'll give you sone of the
best experience so on the other end industry will cone
knocki ng. "

Now, imagine | can create a pipeline of
diversity of data-literate diverse candidates. |'m

pretty sure industry is going to be knocking on that
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door. So that's -- that's a pipe we've been -- we've
been t hi nki ng about.

We' ve been thinking about how do we
change JPME and -- and anybody's had to go through
JPVME, | haven't, but Professional MIlitary Education
knows that gets overl oaded. Everything gets thrown in
t here.

But we really have to think about when
soneone's an O3 or an O4, what do they need to know
about managi ng technology |like this? How do we nake
sure -- because every |leader is going to have to go
t hrough PME t hroughout their career, how do we -- how
do we ensure that that's the case?

And we are also the functional
communi ty manager for 11 new job titles which are data
engi neers, data scientists, all of the newtitles that
we need to actually drive this data-driven
transformation.

CDAO i s the functional community
manager, and so the first thing we're doing are very
boring things. Like, we're just re-coding jobs. And

we're saying, "That's actually not a software
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engi neering job, that's a data engi neering job."

And once we get those re-coded, which
I's a nmonunental task because we have to drive the
whol e departnment to do it, we can then say -- we can
at least then characterize that here's the gap.

Here's -- here's what's mssing. And then -- but
those are | onger term

For short-term w ns, we have enbedded
talent teans in every conbatant command. And we -- we
call them AIDA. Al and Data Accelerator. And those
Al DA teans are in every conbatant comand and the CDO
of the conbatant command gets to task them W pay
for them but the CDO gets to task them And we
specifically tell the team your job is to support the
CDO for m ssion conmander success.

And so whatever data they need, just
even, like, just building a data pipeline, building an
Al app. So at |east at the conbatant commands, we are
seeding the talent to start to build the -- the nuscle
of | eadership to depend upon this talent.

If we have | eadership demanding this

talent, we'll -- we'll have billets [ph] and
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we'll -- and we'll -- and people will conme in the
door, and we'll do our best to fill them But we have

to have that demand signal as well as the supply.

So, | don't have -- | mean, your
guestion was, "How do we ensure?" | don't know the
answer to, "How do we ensure?" But these are the ways
that we're tackling it.

MR. BLOOMBERG  Mary, you get the | ast
word before Ryan, | hope, is going to recommend t hat
we vote on --

DR. MARTELL: | vote yes, by the way.
It's a good report.

MR. BLOOMBERG Can you add sonet hi ng
to -- alot of this stuff is right down your alley.
Who is going to do -- how s the private sector work
with the -- with the mlitary?

MS. MEEKER: Well, since the first tine
we net, Craig, you ve -- you've nade, you know, | eaps
and bounds of progress it appears. And it feels like
the data econony study that Ryan really spearheaded so
well fits. And | love the idea of the dashboard

that -- that is rolling out and | ove the idea that you
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have the synposiumin February and --

DR. MARTELL: Pl ease cone.

M5. MEEKER: He knows this very well.
The innovation in artificial intelligence of the
United States of Anerica is off the charts. And in ny
career as an investor, |'ve never seen this many
conpanies with a valuation in excess of a trillion
dollars. Never seen it before, it's never happened
bef ore.

Most with their founders still involved
I nnovating for this big prize of artificial
intelligence with the capital to put behind the
i nfrastructure because it is the npst expensive
rapi dly changi ng i nnovation we've ever seen from a
fundi ng perspective.

And if there's anything we've |earned
about innovation and technol ogy, when you have great
| eaders who are founders who don't want to | ose the

next battle, great stuff can be created.

Reid brought up the -- if -- if we
can -- if we can create new drugs with this kind of
speed which we'll see, Reid, you said in years. |
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think it's -- 1'll just say single digit, |ooks good,
sooner rather than | ater. If we can do that, we can

do a lot of things in a | ot of areas.

And the fact that you're bringing those
conpani es together and you're going to create,
hopeful | y, new bidding, and new -- new busi ness
practices that are faster, better, cheaper, nore
efficient, can unleash a | ot nore innovati on.

So, | guess, Craig and Reid, you may
add to that but --

MR. BLOOMBERG  Mark, and Frank, and
Crai g, thank you very nuch for --

Ryan?

MR. SWANN:  Yes.

MR. BLOOMBERG  You do, | assune,
recomrend that we vote on this?

MR. SWANN: Yes.

MR. BLOOMBERG And | will give you the
first vote.

MR. SWANN: Absolutely. Aye.

MR. BLOOMBERG. You're an aye.

Sue?
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An aye al so.
Oh,
you. | apol ogi ze.
DR.
VR.

w t hout your vote.

Thank you, everybody. That concl udes

GORDON:  Whol eheart edl y,
BLOOMBERG. And G | da?
BARABI NO.  Aye.
BLOOVMBERG. W I I?

ROPER: Aye.

BLOOVBERG.  Mary?
MEEKER: Aye.

BLOOMBERG. M ke?

MULLEN:  Aye.

BL OOVBERG. Rei d Hof f man?

HOFFMAN:  Aye.

BL OOVBERG. And I will vote | ast.

l'"msorry, Mac, | just junped over

THORNBERRY:  Aye.

BLOOVMBERG. We can't do this

Way to go.

t he second study for today.

DR.

MR.

MARTELL: Thank you, team

BLOOMBERG. Thanks, Craig.

Page 75
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MS. MEEKER: Thanks, Mark.

M5. THEODOTOU: Thank you to our
speakers.

And yes, M. Chair, now we're shifting
over to the public coments. As we nentioned earlier,
we received 77 comments. And they're grouped -- we
grouped themin three areas so feedback and inquiries
on the previous studies or current studies.

So we have Nancy asking, "How is the
DIB going to lower barriers to entry for start-ups and
smal | busi nesses?” And | would reconmend to Nancy to
read the study as soon as it's published on our
website.

We al so have Ti nothy who is asking,
"How can | support the studies in how we optim ze
i nnovation with allies and partners?' That's | eading
up to our next -- or studies.

We al so have a new study focus
suggestions. We have recommendati ons on data and
anal ytics and so you've covered all of that in our
current study. The way -- econony, so | recommend

that -- to our citizens and readers here to review the
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Data Econony Study. Also, that will be published on
our website |ater today.

And we al so have sone DI B procedure
inquiries. And Amanda is asking -- she would like to
know, "What netrics do we use for inpact when
considering these studies and recomendati ons and how
do we know it worked?" That's a great question
because | want to make sure that our studies are not
only recomendi ng but al so being inpl enented.

And that's the work -- that's why we
have speakers here and have representatives
from-- fromthe stakehol ders across the departnent to
make sure that when our studies are published, we
further publish, our stakehol ders are engaged early
and often so that we have a --

So when we study -- when we publish the
studies, we can then turn them | oose and have themin
pl ace and i npl enent and adopt and adapt the
recommendati ons into their practices.

And with that, M. Chair, I'll turn it
over to you.

MR. BLOOMBERG  Thank you. The | ast
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item of business is to informthe public of the
board's work going forward. W are starting two new
studies. The first covers how we are innovating with
our allies and partners, and Charles Phillips is going
to coordinate that effort.

And the second stens from a previous
recommendati on made by this board, and its focus is to
align and send notes across the acquisition and tech
adoption pipelines. And that's going to be
coordi nated by Admral M ke Mill en.

Both of these topics have conme out a
| ot in our conversations with people across the
def ense departnent and, hopefully, we can provide sone
val uabl e insights in the com ng nonths.

Any menber want to add anyt hi ng near
the end of our public part of our neeting?

Okay. Well, that includes
our -- concludes our public neeting for today. And I
wanted to thank Secretary LlIoyd Austin and Defense
Secretary Kathl een Hicks, and Under Secretary Hei di
Shyu, and the entire Defense |Innovation Board team for

organi zi ng such a productive day.

TDB Communications
913-327-7400




10

11

12

13

14

15

16

17

18

19

20

21

22

Defense Innovation Board January 26, 2024

Page 79

And let me rem nd everybody, you can
put it on your calendar. You can tune into our next
public nmeeting on Wednesday, April 17th. So thanks
again, and we will see you all in the Spring and
hopefully, it will be a little bit warmer across the
country. All the best, everyone.

DR. THEODOTQU: Thank you, M. Chair.

And thank you to all of our speakers
t oday, and all of our nmenmbers of our teans, and
everybody who joined us. Thank you, and this neeting
I s now adj our ned.

(Wher eupon, the neeting concluded at

11:17 a. m)
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CERTI FI CATE

I, JEAN S. TOWPANE, the officer before whom
the foregoing proceedi ngs were taken, do hereby
certify that any witness(es) in the foregoing
proceedi ngs, prior to testifying, were duly sworn;
t hat the proceedi ngs were recorded by ne and
thereafter reduced to typewiting by a qualified
transcriptionist; that said digital audio recording of
sai d proceedings are a true and accurate record to the
best of my know edge, skills, and ability; that | am
neither counsel for, related to, nor enployed by any
of the parties to the action in which this was taken;
and, further, that | amnot a relative or enployee of
any counsel or attorney enployed by the parties

hereto, nor financially or otherwise interested in the

TJtee S Tonepoae

JEAN S. TOMPANE

outcone of this action.

Notary Public in and for the

State of Maryl and
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CERTI FI CATE OF TRANSCRI BER

I, SHANNON GALLI NA, do hereby certify that
this transcript was prepared fromthe digital audio
recordi ng of the foregoing proceeding, that said
transcript is a true and accurate record of the
proceedings to the best of ny know edge, skills, and
ability; that I am neither counsel for, related to,
nor enployed by any of the parties to the action in
which this was taken; and, further, that | amnot a
relative or enployee of any counsel or attorney
enpl oyed by the parties hereto, nor financially or

otherwise interested in the outcone of this action.

SHANNON GALLI NA
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